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Abstract—Network traffic has traditionally exhibited temporal
locality in the header field of packets. Such locality is intuitive and
is a consequence of the semantics of network protocols. However,
in contrast, the locality in the packet payload has not been studied
in significant detail.

In this work we study temporal locality in the packet pay-
load. Temporal locality can also be viewed as redundancy, and
we observe significant redundancy in the packet payload. We
investigate mechanisms to exploit it in a networking application.
We choose Intrusion Detection Systems (IDS) as a case study. An
IDS like the popular Snort operates by scanning packet payload
for known attack strings. It first builds a Finite State Machine
(FSM) from a database of attack strings, and traverses this FSM
using bytes from the packet payload. So temporal locality in
network traffic provides us an opportunity to accelerate this
FSM traversal. Our mechanism dynamically identifies redundant
bytes in the packet and skips their redundant FSM traversal. We
further parallelize our mechanism by performing the redundancy
identification concurrently with stages of Snort packet processing.

IDS are commonly deployed in commodity processors, and we
evaluate our mechanism on an Intel Core i3. Our performance
study indicates that the length of the redundant chunk is a key
factor in performance. We also observe important performance
benefits in deploying our redundancy-aware mechanism in the
Snort IDS[32].

I. INTRODUCTION

The constant evolution of Internet has demanded an in-

creased functionality from the network-layer, the layer in

the network stack where routers operate. Network-layer ap-

plications like packet forwarding are computationally very

intensive. Packets can be operated on independently and, hence

packet level parallelism is a unique and a common feature

among network-layer applications. Further, this feature is

aggressively exploited in network processors with multi-cores

and multiple threads. For example, Intel IXP 2400 has eight

cores and eight threads per cores. Network-layer applications

also exhibit temporal locality in packet headers. This locality

is well exploited using application specific caches like in IP-

Lookups and packet classification[5, 9, 24].

While locality in header fields is intuitive and well studied,

to the best of our knowledge there have not been significant

studies on locality in the packet payload. In fact, the first

generation of Intel network processors (Intel IXP 2400) only

use caches targeted for lookups in packet headers. Recently,

however, there have been works[1, 4] investigating temporal

locality in the packet payload. They observe significant lo-

cality and use it for efficient transmission of data. Temporal

locality can also be viewed as redundancy, and they propose

mechanisms to compress the transmission of these redundant

bytes. We, on the other hand, focus on exploiting redundancy

to accelerate the processing time of network-layer applications.

Network-layer applications broadly falls under two cate-

gories: header processing applications and payload process-

ing applications[11]. Header processing applications use only

packet headers for their processing. A common example

of header processing application is packet forwarding (IP-

Lookups). In packet forwarding, packets are forwarded by a

router using the destination IP address of the packet. Payload

processing applications, on the other hand, inspect bytes from

the packet payload. Intrusion Detection Systems (IDS) and

Virtual Private Networks (VPN) are common examples of

payload processing applications. An IDS detects attacks by

inspecting packet payload for known attack strings. So pattern

matching of attack strings is performed on the payload bytes.

This is performance critical since the payload size can be

huge, and also due to the huge database of attack strings. So

earlier works[6, 7, 12, 14, 16, 28, 29, 33, 36, 37, 38, 39] have

investigated mechanisms to accelerate the pattern matching of

attack strings in an IDS.

The possibility of significant redundancy in the payload

along with the criticality of pattern matching of payload bytes

has motivated this work. The broad approach we have taken

is to dynamically identify redundant bytes in the payload and

skip their redundant processing. While this work focusses

on accelerating IDS processing, the approach is extensible to

other payload processing applications. So our work on IDS is

a demonstration to exploit redundancy in payload processing.

Snort uses the Aho-Corasick algorithm[2] to detect attack

strings. This algorithm first converts attack strings into a

Finite State Machine (FSM), and then the FSM is traversed

with the payload bytes. So the FSM traversal of payload

bytes forms the core of IDS, and we explore mechanisms

to accelerate this FSM traversal. In order to skip redundant

processing, the redundant bytes need to be identified. So we

propose a mechanism using a look-up table that identifies

the redundant chunk of payload bytes. Once the redundant

chunk is identified, we skip past their redundant FSM traversal.

Further, we accelerate redundancy identification by performing

it concurrently with other Snort functionalities.

We have implemented our proposed mechanisms in the

Snort March-2011 release. We have also evaluated it on



an Intel Core i3 with four cores. Our performance results

indicate that all traces without exception contain significant

redundancy. The table look-up overhead, however, cancels out

the gain obtained on eliminating the redundant processing. But

the overhead also gets amortized on increasing the redundant

chunk length (RL). An increase in RL means lesser redun-

dancy, and hence it is a performance redundancy trade-off.

We observe performance gain when the look-up overhead is

minimal and for large RLs. This motivates us to investigate a

dynamic heuristic that dynamically adapts the RL depending

on the performance. The proposed dynamic heuristic provides

up-to 16% performance improvement over the FSM traversal

used in Snort.

The rest of the paper is organized as follows. Section II

provides a brief background on IDS and discusses the Aho-

Corasick algorithm. We describe our proposed mechanism to

identify and exploit redundancy in Section III. The evaluation

methodology used in this work is explained in Section IV.

Section V discusses the results. Section VI provides the

literature survey in this area. Finally, Section VII concludes

this work.

II. INTRUSION DETECTION SYSTEMS

Intrusion Detection Systems (IDS) are used to secure the

systems in a network. By monitoring the traffic in real time, an

IDS detects and also takes preventive action against suspicious

activities. There are broadly two types of IDS: anomaly-

detection IDS and misuse-detection IDS. An anomaly based

IDS functions by detecting anomalous deviation in system

parameters. An example of an anomaly is on encountering

abnormal series of system calls[17]. So the anomaly detection

system uses heuristics to detect this weird program flow, and

subsequently takes the needed action. Chandola et al. [8]

provides an in-depth survey on anomaly-based IDS. While

anomaly based IDS are important and very relevant, in this

work we focus on misuse-detection IDS.

Misuse-detection IDS detect malicious activities by inspect-

ing packet payloads for attack strings. These attack strings

can also be viewed as signatures, and are byte patterns that

have regularly occurred in earlier attacks. As an example, the

payload in a cross site scripting attack (XSS) [25] on Microsoft

Windows 7 commonly contains the byte pattern ‘3A 2F 2F’.

So the Snort IDS searches for this byte pattern in the packet

payload. This is equivalent to performing pattern matching of

attack strings on the payload bytes. It is also very computa-

tionally very expensive. Table I shows the time spent by Snort

in the pattern matching module. This is collected using GNU

gprof utility [27]. We see that the pattern matching module

dominates the execution time of Snort. So we concentrate on

accelerating the pattern matching in Snort.

Snort uses the Aho-Corasick algorithm[2] to detect attack

strings in the packet payload. This algorithm first constructs

a FSM from the attack strings and later traverses the FSM

with payload bytes. The main advantage of the Aho-Corasick

algorithm is that it guarantees linear-time search irrespective of

the number of strings. We provide a brief overview of the Aho-

Data-sets % Execution Time

Week-1 64.64

Week-2 65.28

Week-3 65.11

Local Honeypot 61.44

TABLE I: Time Spent in the Pattern Matching Module by

Snort.
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Fig. 1: Example of the Aho-Corasick FSM.

Corasick algorithm with an example. Figure 1 shows the Aho-

Corasick FSM built using strings: ha, he, she, his, him shed.

The FSM is built in two stages, in the first stage characters

from the strings are added to the FSM. In the second stage

failure transitions are added. Failure transition occurs when

the suffix of a string matches the prefix of another string.

For example, the transition from state 5 to state 4 is a failure

transition. We show failure transitions with dotted lines. For

figure clarity, we only show failure transitions from second-

level (states 3, 4, 5, 9) onwards. Additionally note that the

states 3, 6, 7, 8, 9 , and 10 also correspond to string matches

of their respective strings. Once this FSM is built, then it is

traversed with bytes from the payload.

While linear-time search is a powerful advantage, however

there are performance/memory issues associated with the algo-

rithm. The FSM thus built gets very bloated. For instance the

unoptimized FSM built using the March-2011 release requires

630 MB of memory. So Snort uses various optimizations to

reduce this huge memory footprint, and compresses the FSM

using a sparse array storage. This and other optimizations(for

more details [22]) significantly reduces the memory footprint

to 35 MB. However, the execution time for traversing the

FSM is also increased. Another issue with the Aho-Corasick

algorithm is the sequential nature of the FSM traversal. The

FSM traversal of an input byte is dependent on its previous

bytes. So it significantly narrows down any possibility of a

parallel implementation of the Aho-Corasick algorithm.

Attack strings in IDS are also written as regular expressions,

unlike the fixed strings in the Aho-Corasick algorithm. In order

to traverse these regular expressions, they need to be converted

to Finite Automatas (NFA or DFA). It should be noted that the

Finite Automatas are similar to the Aho-Corasick FSM. The

Aho-Corasick FSM can even be viewed as a DFA. We have

concentrated on the Aho-Corasick algorithm since it dominates



the execution time in the evaluated traces. However, it is

important to stress that the mechanisms developed in this work

are directly applicable to regular expressions.

The execution flow of a packet in Snort consists of many

stages and pattern matching is the final stage. In the prior

stages to pattern matching, among the many steps Snort

performs also includes packet re-assembly [13]. Re-assembly

is needed as attack strings may be cleverly spread across

packets by an adversary to evade an IDS. So an IDS commonly

reassembles packets, and then performs the pattern matching

on the reassembled chunk. We term this reassembled chunk of

payload used by the pattern matching module as a datagram.

III. OUR CONTRIBUTION

We aim to eliminate the redundant processing of datagram

bytes. In particular we eliminate redundant traversals of the

FSM due to redundant bytes. We illustrate this more clearly

with an example. Consider the following bytes: s h i a b c s

h i i as input to the FSM in Figure 1. Datagram bytes traverse

the FSM from an input state to its output state. Figure 2

shows the input and output state corresponding to these bytes.

2 5 4 0 0 0 2 5 4 0

0 2 5 4 0 0 0 2 5 4

s h i a b c s h i i

DATAGRAM

STATES

INPUT

BYTES

OUTPUT

STATES

Fig. 2: FSM Traversal with Datagram Bytes.

We observe in the figure that s h i are redundant bytes

and so they lead to redundant FSM traversal. Our goal is to

eliminate this redundant processing. In order to do so, we

first need to identify the redundant bytes in the packet. Once

the redundant bytes are identified, then their FSM traversal is

skipped. So our proposal consists of dynamically identifying

redundant bytes and accelerating their processing. We first

present a mechanism to dynamically identify redundant bytes.

A. Redundancy Identification

s h i a b c s h i i

TABLE

REDUNDANCY

4

0 {(a b c),(4)}

 {(s h i),(0)}

OUTPUT

STATES

BYTES

DATAGRAM

LOOK−UP

TABLE

2 5 4 0 0 0 0

O/p States{(Bytes),(i/p States)}

4

Fig. 3: Redundancy Identification

We skip the redundant FSM traversal using the redundancy

table. The redundancy table is indexed using a chunk of data-

gram bytes. This chunk of bytes forms the unit of redundancy,

and we term Redundancy Length (RL) as the length of this

chunk. RL is a key design factor and significantly affects the

performance. A higher RL results in larger strides when we

traverse the FSM, and this translates into performance gains.

On the contrary, it also capture fewer redundant bytes.

Redundant bytes alone are not sufficient for eliminating

redundant processing, the input state is also important. If the

input states are different, then there is no guarantee in FSM

traversal correctness on skipping the intermediate states. So the

table is indexed using a combination of redundant bytes and

the input state. Table entries store the final state of redundant

bytes and match states if any.

Figure 3 shows an example of the redundancy-aware FSM

traversal. In this example, the FSM built in the earlier section

(refer to Figure 1) is traversed with datagram bytes. At the

first datagram byte, we look-up the table using the datagram

bytes (s h i) and the initial state (0). Since there is no matching

entry, we continue with the regular FSM traversal of the next

byte. The redundancy table is also updated for this entry, {(s

h i), (0)}, with the output state. Since the FSM traversal of

s h i, leads to the output state 4. We store this output state

corresponding to the entry, {(s h i), (0)}, in the table. Note that

when the datagram bytes, s h i, is encountered the second time,

the table look-up is successful. The output state (4) is retrieved

from the table, and the intermediate bytes are skipped. Thus

the FSM is traversed with the final byte, i, and with the input

state set to 4. This way we eliminate the redundant processing

due to the redundant FSM traversal.

The redundancy table is implemented in software using

standard libraries. In our evaluation we notice that table

operations (look-ups and updates) significantly impacts the

performance. Hence, table operations i.e., look-ups and up-

dates, are performed not for every byte but at regular intervals.

This can also be viewed as systematic sampling of datagram

bytes. In this example, we perform sampling with a sampling

interval set to 3 (RL).

B. Accelerating Processing of Redundant Bytes

In our redundancy-aware FSM traversal, table look-ups and

updates are performed in tandem with the regular FSM traver-

sal. So in Figure 3, there are three table look-ups and updates

performed with the FSM traversal. These are overheads that

add to the execution time of the regular FSM traversal. So we

investigate mechanisms to minimize these overheads. If we

examine table operations a bit more closer, we observe the

following. The aim of table updates is to identify and capture

redundancy, while table look-ups exploits redundancy. So only

table look-ups are needed with the regular FSM traversal. We

can delay table updates after the FSM traversal.

Further, notice that the redundancy table update operation

is completely independent of any IDS processing. So table

updates can be performed simultaneously with other IDS

functionalities. This can also be viewed as two parallel threads.

The Snort thread which is also the main thread, performs the

regular IDS processing, while the Redundancy thread identifies

and captures the redundancy.



Packet Decode

Other Stages (Reassembly etc)
Table Update (Redundancy Identification)

Signal Snort Thread

Wait for Signal (Redundancy Thread)

Pattern Matching with redundancy info

Signal Redundancy Thread

Post Processing (Generate Alerts/Drops)

Wait for Signal (Snort Thread)

Snort Thread Redundancy Thread

Fig. 4: Thread Functionalities and Interactions

We explain briefly the functionalities and interactions of

these threads with an example. Figure 4 shows the execution

of Snort and Redundancy threads. When a packet arrives in

the system, Snort decodes and reassembles the packet. These

are standard functionalities performed by Snort in order to

improve its effectiveness. Subsequently, the pattern matching

module is called where the FSM is traversed using the data-

gram bytes. Note that the redundancy-aware FSM traversal

is performed, with table look-ups at regular intervals. Once

the pattern matching is complete for the datagram, a signal is

sent to the Redundancy thread. On receiving this signal, the

Redundancy thread starts updating the redundancy table.

The Snort thread meanwhile continues with its regular

functionalities. This is the post pattern matching phase where

action needs to be taken depending on the pattern matching

outcome. Actions are site specific and can include alerting the

system administrator or dropping packets. This completes the

processing of a packet by Snort, and it moves to the next

packet. In the meantime, the Redundancy thread may still be

updating the redundancy table using the, now, previous packet.

So note that a packet lag in processing occurs between the two

threads.

The two threads need thread synchronization as there are

data structures shared between them. The redundancy table

is the obvious example used by both the threads. The Snort

thread uses it for FSM traversal, while the Redundancy thread

uses it for table updates. These table operations need to be

atomic and hence thread synchronization is needed. So the

Snort thread only enters the pattern matching module, only

when the Redundancy thread signals it. The redundancy thread

only signals the Snort thread after completing the table update.

Similarly, the reverse also holds w.r.t signaling by the Snort

thread.

The Redundancy thread also requires the datagram bytes

buffer and output states for updating the redundancy table. The

output state array is generated along with the FSM traversal

by the Snort thread. Subsequently, this array is used by the

Redundancy thread. The datagram buffer cannot be shared in

a similar manner, as it can result in an interesting violation due

to the packet lag. Consider the scenario when the Snort thread

is reassembling a packet. So it overwrites the datagram buffer

which contained the reassembled packet. At the same time,

the Redundancy thread may be updating the redundancy table

with the now previously reassembled packet. So it results in a

sharing violation of the datagram buffer. In order to avoid this

scenario, we make the datagram buffer private to each thread.

Hence a copy of the datagram buffer is created by the Snort

thread just before it signals the Redundancy thread.

We have implemented the redundancy table in software

using Unordered Maps of the Boost Library [18]. Boost

Unordered Maps have O(1) complexity for table look-ups. It

is in contrast to C++ Standard STL map which has O(log n)

complexity. This further motivates us to use Boost Unordered

maps.

IV. EVALUATION METHODOLOGY

We have used the metric, Percentage of FSM Traversals

Skipped, to measure the redundant processing. It is the number

of redundant bytes skipped in the FSM traversal, and is

normalized to the total number of datagram bytes in the trace.

For instance, the Percentage of FSM traversals skipped in

Figure 3 is (2/10)*100=20%. The FSM traversal of s h are

skipped due to the redundant s h i bytes.

We have also measured the performance as the time taken

for the FSM traversal by the pattern matching module. So the

POSIX clock gettime() [26] has been used. This clock has a

resolution of 1 nano-second. We report the execution time on

a per byte basis. This is obtained by dividing the total time

taken by the total number of datagram bytes in the trace. We

have compared our redundancy-aware FSM traversal with that

implemented in the Snort Version 2.9.0.5, March 2011 release.

For the evaluation, we have used a Fujitsu Notebook running

Ubuntu 11.04 (Linux kernel version 2.6.38-13). This system is

an Intel Core i3 with 4 cores and 4 GB RAM. Additionally, all

configurations are run three times and we report the average

of the three runs.

A. Data-sets

We have used 4 traces in our evaluation. We have deployed

a low-interaction Honeypot in collaboration with the Leur-

recom project[30]. This Honeypot is in the De-Militarized-

Zone (DMZ) of the university LAN. An issue with low-

interaction honeypots is that there is hardly any interaction,

and we have first-hand experience with Honeyd[31]. However,

our experience with the Leurrecom Honeypot indicates that

it regular interacts with the outside world. In the Honeypot

logs, we observe that there has been interaction with the

outside world for at-least 61 days (out of the 3 months it

has been deployed). We use this Local Honeypot trace in our

evaluation. The IDS evaluation traces are from the 1999 MIT

Lincoln labs[23] traces. We have used 3 weeks, namely, Week-

1, Week-2, and Week-3 traces. Though these are provided by

MIT as daily traces for 5 days, we have aggregated the daily

traces into a week. We refer to these traces by their respective

week. Table II summarizes the traces used in the evaluation.
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Fig. 5: Execution Time Comparison for Various Traces

Data-sets Avg Datagram Size(B) Num Datagrams(M)

Local Honeypot 197 0.69

Week-1 421 2.04

Week-2 433 12.31

Week-3 479 22.96

TABLE II: Traces Used.

For each trace, the average datagram size inspected by the

Snort pattern matching module is also reported.

V. RESULTS

Figure 5 shows the execution time of the redundancy-aware

mechanism for different RLs and table sizes. The table size has

been varied from 40K entries to 120K entries. In this Figure

we also compare the performance of our proposal with the

base Snort implementation (referred to as Baseline).

The execution time results for all traces shows an interesting

trend, namely, that an increase in RL speeds up the pattern

matching. For example in the Week-1 trace, RL = 8 requires

32.84 cycles per Byte while RL=2048 needs only 10.28 cycles.

In all traces, RL = 8 is the most clock consuming configura-

tion. It is also interesting to note that RL = 8 also captures

a very high redundancy (refer to Figure 6). For example in

the above considered trace RL = 8 skips 52% of datagram

bytes in FSM traversal. This very unusual behaviour of a very

high redundancy with a very low performance is due to the

overhead in the table look-up. Note that in our redundancy-

aware FSM traversal, table look-ups are performed in addition

to the regular FSM traversal.

We investigate the table look-up operation in more detail.

Internally the table look-up in the Boost library is performed

in the following manner. Consider the example in Figure 3,

when {(s h i),(0)} is encountered the second time. For a

table look-up, first a hash value of {(s h i),(0)} is computed

using the in-built Boost Hash library. Next this hash value is

indexed into the table, and since there is a matching entry, it

is retrieved. Further, this entry is checked for hash collisions

(false positives). To do so, {(s h i),(0)} are compared with

their equivalents in the table entry. Since they match, the table

look-up is successful. The steps outlined above are clearly

non-trivial in performance. For example, the hash collision

checking is a memory comparison operation (memcmp in C

String Library).

We now study the overhead due to table look-ups. In order
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Fig. 6: Redundancy Results for Various Traces
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Fig. 7: Table Look-up Overhead

to meaningfully compare the look-up overhead for different

RLs, we report it on a per indexed byte basis. We explain it

clearly with an example. Consider the datagram in Figure 3

with RL = 3 and RL = 6 and table look-up time of T3 and T6

respectively. We report the look-up overhead incurred for these

RLs as T3/9 (due to 3 look-ups) and T6/6 respectively. Figure

7 shows the look-up overhead for different RLs. We clearly

see that the table look-up overhead is high for low RL values,

and the highest for RL=8. Since RL = 8 incurs the maximum

overhead, its performance is relatively the worst. However, it

reduces on increasing the RL, so the table look-up overheads

gets amortized with large RL values.

We have used this indirect method of inferring the table

look-up overhead due to the following reason. If a direct

break-down of various operations (like table look-up, thread

synchronization etc) in the FSM traversal is attempted, then

we observe that the clocks thus inserted significantly dominate

the performance. So it does not provide a realistic impact of

the various operations in the FSM traversal.

The table look-up overhead results clearly indicate that

larger RLs incur relatively lesser overhead, and so provide

better performance. Additionally on analyzing the redundancy

results (refer to Figure 6), we observe that moderate to

significant redundancy exists at large RLs. For instance in the

Week-2 trace, RL = 1280 skips 46% of the datagram bytes in

the FSM traversal. We also observe for 256 ≤ RL ≤ 1280 that

the redundancy-aware FSM traversal outperforms the Baseline

(refer to Figure 5). This performance gain is due to the large



fraction of bytes being skipped with relatively lesser table

look-up overhead. Note that for RL > 1280 very few bytes are

skipped of FSM traversal, and so there is no performance gain.

The performance of the Week-1 and Week-3 trace also show

a similar behaviour as the Week-2 trace. However, note that in

case of the Week-1 trace the redundancy at large RLs is not as

significant as Week-2 and Week-3 traces. So the performance

improvement in the Week-1 trace is not as noticeable as the

other traces.

In case of the Local Honeypot trace, 64 ≤ RL ≤ 512

outperforms the Baseline. But for RL > 512, there is a drop

in performance due to fewer table look-ups. Note that for

relatively small datagrams, large RLs results in fewer table

look-ups1. So for RL = 512, we observe that 68% of datagram

bytes are looked-up. However for RL = 1024 only 14% of

datagram bytes are looked-up. So large RL values do not

provide any performance benefit for the Local Honeypot trace.

In our results we have also varied the table size from 40K

entries to 120K entries. As can be noticed from the results,

there is no significant gain in using larger sized redundancy

table.

Our results can be summarized as follows. The redundancy-

aware mechanism provides performance benefits when mod-

erate to significant redundancy is present in a trace at large

RL values. Furthermore, performance improvement is obtained

when the overhead in the table look-up is not high. So the

trace characteristic governs the redundancy and hence the

performance. Hence in-order to dynamically determine the RL,

we explore a dynamic heuristic that adapts the RL value at

run-time.

A. Dynamic Heuristic

Our earlier results indicate that the best performing RL is

dependent on the trace characteristic. For instance, 256 ≤
RL ≤ 512 provides performance gains in the Local honeypot

trace. On the other hand, 256 ≤ RL ≤ 1280 provides

performance improvement for the remaining traces. So the

dynamic heuristic must be able to dynamically identify these

RL ranges and set the RL value accordingly.

Algorithm 1 outlines the steps of our proposed dynamic

heuristic. The dynamic heuristic analyzes the performance of

the FSM traversal at every 10M datagram bytes. It compares

the performance of the current RL(PerfCur RL) with the

previously set RL(PerfPrev RL). The performance is mea-

sured as the average number of clock-cycles for the FSM

traversal of a datagram byte. If the dynamic heuristic observes

a performance drop then the RL is accordingly modified. So

if at the last epoch, RL was increased then RL needs to be

decreased and vice-versa. The RL value is also set in a similar

manner on a performance gain.

In our evaluation, we have varied the stride for in-

creasing (INC STRIDE) and decreasing (DEC STRIDE) the

RL. Our study shows that INC STRIDE = 256 and

DEC STRIDE = 128 provides the best performance. We

1Numlook−ups = ⌈(Datagram Size−RL+ 1)/RL⌉

Algorithm 1 Dynamic Algorithm to Set the RL.

1: if Total Num Datagram Bytes mod 10
7 then

2: if PerfCur RL − PerfPrev RL < 1 then

3: if RL Increased then

4: RL = RL - DEC STRIDE {Perf↑ when RL↓}
5: RL Increased = 0

6: else

7: RL = RL + INC STRIDE {Perf↑ when RL↑}
8: RL Increased = 1

9: end if

10: end if

11: else

12: if PerfPrev RL − PerfCur RL < 1 then

13: if RL Increased then

14: RL = RL + INC STRIDE {Perf↑ when RL↑}
15: RL Increased = 1

16: else

17: RL = RL - DEC STRIDE {Perf↑ when RL↓}
18: RL Increased = 0

19: end if

20: end if

21: PerfCur RL = PerfPrev RL

22: end if

have also explored the interval for invoking the dynamic

algorithm. We observe that polling at every 10M datagram

bytes provides the best performance. The dynamic heuristic

is executed by the Redundancy thread, and the table is also

cleared if the RL value is modified.

Figure 8 shows the performance of our dynamic heuristic

with respect to the Baseline and the static scheme. Note that

the static scheme uses a fixed RL value and is identical to

the redundancy-aware mechanism previously discussed. Our

results shows that our proposed dynamic heuristic is able to

dynamically adapt to the trace. So in case of Week-2 and

Week-3 traces, the dynamic heuristic provides 11% and 16%

performance improvement over the baseline respectively. The

Local Honeypot trace provides 13% performance improvement

over the baseline. The performance gains thus obtained by the

dynamic heuristic is due to the detection of the optimal RL

ranges for the traces. Thus for the Local Honeypot trace, the

RL value lies between 256 and 512, and is only changed less

than 3 times in the entire run. A similar behaviour is also

observed for the Week traces, with the RL varying between

256 and 1280. However, the Week-1 trace shows a mild

performance degradation of 5%. This degradation is due to

the relatively lesser redundancy present in the Week-1 trace.

As mentioned earlier, the redundancy table is implemented

using the Unordered map in the Boost library. The redundancy

table can also be implemented as a specialized logic for

accelerating the IDS processing. Earlier works have explored

dedicated hardware logic for accelerating the FSM traversal in

an IDS[7, 10, 12, 14, 28, 29, 33, 36, 37, 39]. Thus the table can

be viewed as a dedicated redundancy cache, and the table look-
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Fig. 8: Execution Time Comparison for the Dynamic Heuristic

up operations can also be viewed in terms of cache accesses.

The hash computation in our table look-up implementation is

equivalent to indexing the sets of a cache. Further, the memory

comparison operation in our table look-up implementation is

a tag comparison operation in a cache. Since a specialized

hardware structure will not incur the software overheads as

discussed earlier. So deploying such a specialized structure

will help to even further improve the performance.

VI. RELATED WORK

The literature related to this work falls broadly under

temporal locality studies in network traffic or optimizations

in an IDS. We briefly summarize the prior work done in each

of these areas.

Redundancy in payload has been studied recently[1, 4].

Anand at al [4] study the redundancy in payload in a variety

of enterprise traces. They further investigate various sampling

techniques for detecting and exploiting the redundancy. Their

goal is to maximize bandwidth saving while transmitting the

payload. Similarly Aggarwal et al.[1] have proposed and evalu-

ated a performance efficient sampling technique for bandwidth

saving. In contrast to these works, the aim of our work is

to eliminate the redundant processing in payload processing

applications. Further, we have operated on datagram bytes

(also viewed as a reassembled packet), while [1, 4] study at

the granularity of packet payload. Note that the packet size

is typically less than 1500 B2, while reassembled packets

can be up-to 64 KB. This difference in data granularity is

also reflected in the redundancy results. While we observe

moderate to significant redundancy for RL ≥ 256, their study

restricts RL to value less than 128.

Redundancy has also been studied and exploited in packet

headers. Notably, packet forwarding (look-ups) exhibits re-

dundancy in destination IP addresses. So [5, 15, 24] have

studied memory architectures for efficient packet look-ups.

Similarly, other packet header fields also exhibit redundancy,

and it is exploited in packet classification[20, 34]. Redundancy

in HTTP requests sent to web servers has been extensively

studied. Web caches are as a consequence of redundancy in

HTTP requests. There have been several interesting studies in

this area for at-least the last fifteen years. Notably Almeida

et al.[3] comprehensively characterize the redundancy in web

2in case of Ethernet



requests.

Earlier works on FSM in IDS have broadly either in-

vestigated mechanisms to compactly store the FSM, and/or

accelerate its traversal. As reported earlier, the FSM built using

the base Aho-Corasick algorithm can get very bloated. So

Tuck et al.[38] propose using a bitmap structure for states

in the FSM. They further investigate various mechanisms

including eliminating failure edges from the FSM. Becchi et

al.[6] investigate merging similar states in the FSM. Kumar et

al.[16] propose a compact FSM storage that eliminates failure

edges. Randy et al.[35] propose various FSM enhancements

for eliminating duplicate states in the FSM.

There have also been works on accelerating the FSM

traversal. Brodie et al.[7] propose traversing the FSM with

multiple bytes. So they build the FSM so that it traverses

with 2 input bytes at a time (as opposed to 1 byte in Figure

1). Tan et al.[37] have investigated techniques to concurrently

traverse the FSM. So they propose a bit-wise traversal instead

of the standard byte-wise traversal. Shenoy et al.[33] observe

that the root-node is the most frequently accessed node. So

they propose mechanisms that includes a pipelined architecture

for accelerating the root-node traversal. Luchaup et al.[19]

speculate the FSM traversal. Speculation is used since there are

only few unique states traversed by the FSM. Note that there

is a difference between our redundancy-aware FSM traversal

and using speculation for FSM traversal. Speculation requires

a roll back mechanism, while our redundancy-aware FSM

traversal does not require any roll back as traversal correctness

is guaranteed. Hua et al.[14] investigate using a variable stride

FSM and so the FSM is also built accordingly. They tune

their traversal specifically for TCAMs. Anirban et al.[21] study

clustering the regular expressions based on their popularity.

They dynamically build the FSM (DFA) only for frequently

used regular expressions.

It is very interesting to note that our redundancy-aware FSM

traversal is almost orthogonal to all these techniques. So it

can complement almost all these techniques in accelerating

the FSM traversal.

VII. CONCLUSION

In this work, we have investigated the temporal locality

in the packet payload. We observe significant locality in all

traces analyzed, and study mechanisms to exploit it. IDS is an

example of a payload processing application which is critically

dependent on processing of payload bytes. So we take IDS as

a case study to exploit temporal locality. The string matching

module in IDS is the critical module for performance in Snort

IDS. This module inspects packet payload for attack strings

from a database of attack strings. Snort IDS commonly uses

the Aho-Corasick algorithm for string matching. So it builds

a FSM from the attack strings and traverses the FSM using

the payload bytes.

We propose a redundancy-aware FSM traversal that dy-

namically identifies redundant payload bytes and skip their

redundant processing. We further parallelize our mechanism

by performing the redundancy identification concurrently with

stages in Snort packet processing. We have implemented

our redundancy-aware pattern matching in Snort, and have

evaluated on a multi-core in a desktop environment. Our

performance results indicate that all traces without exception

contain significant redundancy. The look-up overhead, how-

ever, cancels out gains thus obtained. But the overhead also get

amortized on increasing the RL. An increase in RL also means

lesser redundancy and so it is a performance redundancy trade-

off. We observe performance gain when the look-up overhead

is minimal and for large RLs (RL ≥ 256). This motivates

us to propose a dynamic heuristic that dynamically modulates

the RL depending on the performance. Our results indicate

that this dynamic heuristic provides up-to 16% performance

improvement over the regular FSM traversal used in Snort.

An extension of this work is to study a redundancy-aware

mechanism in the IPSec algorithms used by VPNs. A potential

issue, however, could be the possibility of compromising

the confidentiality/integrity of data. So the redundancy-aware

mechanism will have to take into consideration this potentially

sticky issue. Furthermore, the key insight of our study is the

presence of significant redundant processing in all traces. This

points to the possibility of predicting the processing (header or

payload) of packet. Packet processing prediction can be useful

during packet bursts, when congestion may force the router to

drop packets.
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